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Introduction

Every day, we encounter encryption. Whether it be securing the information on your mobile phone
or computer or making sure no one sees the information you send to a website when you log in; you
rely on encryption to protect your data and identity [1]. Steganography, the act of hiding a piece of
data within another piece of data [2], is used when a user wants to add an additional level of
protection to the data they’re transmitting. Steganography is very powerful because it’s incredibly
challenging to detect using traditional means, however, it is not thought to be widely used [3].

Advanced Encryption Standard

The Advanced Encryption Standard (AES) is one of the most widely used encryption method and was
introduced by the National Institute of Standards and Technology (NIST) in 2001 as a part of the
Federal Information Processing Standards (FIPS) publication 197 [1]. AES is a type of cipher known as
a block cipher. In a block cipher the blocks of bits are encrypted separately. For example, with 128-
bit AES, each 128-bit! chunk of data (128 1s and 0s) is encrypted to output 128 bits of encrypted
data, and then they’re all stitched together [1].

AES works by manipulating the input data in rounds. The number of rounds is determined by the
type of AES being used. In each round one of several transformations can be used. The
transformations are AddRoundKey, SubBytes, ShiftRows, MixColumns, and Key

Expansion. [4]

Each of the 128-bit blocks are treated as a 4x4 matrix where each of the 16 elements is a single
byte2. By treating it as a matrix, the data can be manipulated in rows and columns. [4]

SubBytes, ShiftRows, and MixColumns all manipulate bytes directly. SubBytes looks up
each byte in the Rijndael S-box (see Appendix A) and replaces it with its pair. ShiftRows and
MixColumns both manipulate the rows and columns of the matrix based on pre-defined
algorithms in FIPS 197. [4]

Key Expansion uses the provided key to create n + 1 keys where n is the number of rounds;
one to be used per round.

AddRoundKey uses the key generated for the round and manipulates each block using the XOR?3
operand. This transformation occurs before SubByte, ShiftRows, or MixColums in each
round. [4]

1 A bit is the smallest piece of data a computer can store. Represented in a 1 or 0. Bits are stored on magnetic
hard drives as magnetic polarities, there are other methods of communicating a bit on physical hardware as
well.

2 There are 8 bits in a byte

3 XOR known as exclusive or, is an operand used in computing that only returns true when both inputs are not
the same.
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Image Files

Most bitmap images are one of four types, 8-bit colour, 8-bit grayscale, 24-bit RGB, or 46-bit RGB [5].
The number of bits in the type represents the number of bits per pixel. For the purposes of this
project, 8-bit colour will be ignored as the index may result in steganography being too obvious if
not managed correctly. However, the remaining three types all function fundamentally the same.

In an 8-bit grayscale image, each pixel consists of 8 bites, or 8 1s and 0s, mapped to a single colour
channel, shades of grey. A 24-bit RGB* image will have 3 bytes mapped per pixel or 24 1s and Os.
Each byte will be mapped to a colour channel: red, green, or blue. In a 46-bit RGB image, each pixel
gets allocated 6 bytes, two per colour channel [5].

There is a third type of colour image commonly used for printing, as it uses the CMYK® standard. It
works the same way as 24-bit RGB. However, instead of using 24 bits it uses 32 (4 bytes), 1 byte per
colour channel: cyan, magenta, yellow, and black [5].

Audio Files

Audio files function very similarly to image files. However, instead of colour channels, there are
samples. Each sample is a sound a specific to a moment in time. For example, an audio file with a
sample rate of 64 kbps® and a bit-depth? of 8 bits would have 8,000 samples per second [6]. To
calculate the number of samples per second, divide the bit-rate by the bit-depth.

Analogue Audio

Humans can hear sounds between approximately 20Hz and 20kHz [7]. However, most microphones
can exceed that and detect sound with frequencies as high as 24kHz [8]. Because of the additional
4kHz that microphones can detect, it is technically possible to transmit data in those frequency
ranges.

MATLAB Project

The project will use a mix of steganography and the Advanced Encryption Standard to create a
secure method a transferring highly sensitive data. The project will support the most basic of the
AES standards, 128-bit blocks. For the application of steganography, the project will support image,
and data-based audio steganography.

As an extension to the encryption part of the project; the project should also implement the AES
192-bit and 256-bit standards and potentially other algorithms. As an extension to the
steganography, humans are unable to hear sound above 20kHz, utilizing the fact that computers and
microphones can process signals at frequencies greater than 20kHz, converting the digital stream of
binary data to an analogue signal and then processing the analogue signal after transmission.

4 RGB stands for red, green and blue. RGB is how screens emit light and show you nearly any colour.

5 CMYK stands for cyan, magenta, yellow, and black. These colours are used in printing to make nearly any
colour.

6 kbps stands for kilobits per second or thousand bits per second.

7 bit-depth is the number of bits allocated to a single sample
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Approach

The first step of the project is to implement AES in MATLAB. Implementing the standard will require
a strong understanding of the algorithm as well as MATLAB. After AES is implemented, a method for
imbedding the encrypted data into image files will need to be determined. Most notably is the
spacing between pixels that are changed. If the imbedded pixels are too close together, the
alterations to the file will become noticeable to the human eye. Additionally, if the pixels line up
vertically or horizontally in the image, streaks will become noticeable, so the location of altered
pixels will need to appear random.

After image steganography is implemented, audio steganography will need to be as well. Audio
steganography will follow the same principles as image steganography, with one key difference, the
number of original samples there are between each imbedded sample in order for the audio
alternations not to be noticed. High bitrate and high bit-depth audio should be good for
steganography.

Finally, in order to implement an analogue method of transporting data, it is necessary to determine
what frequencies to use, as well as what amplitudes will be used to symbolize a bit, and how the
data itself will be transferred. Additionally, whether the data being imbedded should be a
continuous stream of bits, or a stream of bytes where different frequencies determine different bits
within a byte, needs to be determined.
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Appendix

Appendix A

Rijndael S-box in human readable hexadecimal form [4]
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